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Cyber Attacks: A Clear and Present
Danger to Architects and Engineers

BY DOUGLAS L. PINTAURO, ESQ.
Typically, a data breach, or the hacking of a company’s network, is associ-

ated with identity theft or credit card theft, such as in the Target, Staples,

Kmart, Home Depot, Starbucks and Five Guys restaurants breaches.
Consequently, architects and engineers generally do not consider such risks to be
anything more than newsworthy events. However, the breaches of Sony Pictures
Entertainment, Ashley Madison, HSBC, AT&T, as well as numerous government
networks, including President Obama'’s unclassified computer system, have under-
scored the fact that much more is at risk than simply social security numbers and
credit card information. This is evidenced by the now well publicized concerted ef-
forts of China, Iran, Korea and Russia to hack into the secured networks of the gov-
ernment and private businesses in order to steal technology, trade secrets,
government secrets and even plans for certain public and private facilities. In short,
hacking has gone well beyond social security numbers, credit card data, or even
the occasional nude photos of celebrities. For lack of better terminology, hacking
has become a multimillion dollar industry. So much so that companies have offered
bounties to hackers who can breach certain secured sites, such as Apple’s mobile
operating system.

With the above in mind, cyber security is just

as relevant to architects and engineers as
it is to Sony. Specifically, since the
advent of CAD, BIM, FTP sites
and email, architects and en-
gineers have become more
and more reliant upon the
World Wide Web. In
fact, these tools have
become such an ac-
cepted part of the de-
sign profession that
they are used even
for small projects.
While there are
many benefits to em-
ploying these elec-
tronic tools, as a result

of today’s environ- »
(continued on p.4)



Ransomware: A Growing and Expensive Cyber Concern

BY DOUGLAS R. HALSTROM, ESQ.

embers of the Design Profession are in-
I\A creasingly reporting instances of ran-

somware attacks. Ransomware attacks
have been reported for a few years now and in-
volve someone hacking into a computer system
and essentially “taking it hostage” by disabling it
and demanding a money payment or some other
action (e.g., the Ashley Madison cyber attack) be-
fore the hacker will release the system.

As a design professional, you may ask: “Why
should | be worried about this?
I am not a Fortune 500 com-
pany with billions of dollars at
risk or millions of customers’
personal information stored
away on our servers. And even
if | am a target, is there an insur-
ance policy available on the
market that protects me from
this type of risk?”

The motivation for people to
hack into computer servers of small businesses is
simple: In the case of ransomware, the hacker is
not looking to steal personal data that might be
stored on your server. Rather, they are simply look-
ing to put a cyber gun to your head in order to ex-
tort a “ransom” payment. The more common

The hacker is not looking
to steal personal data that
might be stored on your
server. Rather, they are
simply looking to put a
cyber gun to your head
in order to extort a
“ransom” payment.

instances involve requests for $5,000, $10,000 or
$15,000 in exchange for the cyber hacker agreeing
to give you back your servers without losing any
data. While this is still a breach and the likelihood
of the hacker stealing your clients’ personal infor-
mation is almost certain, the immediate concern is
to insure that your computer system is not de-
stroyed and that you are able to continue opera-
tions with little to no interruption.

If this circumstance has not happened to you,
just ask your friends in the pro-
fession whether it has hap-
pened to them. Very likely, you
will discover a few ransomware
victims. So what can you do?
One firm, given the extensive
automatic backup performed on
their system on a daily basis,
was willing to allow the attacker
to delete the data from its sys-
tem, as the hacker promised to
do if the firm did not pay a $10,000 ransom. The
firm ignored the request and the hacker promptly
erased all the data on the system. As a result of the
extensive backup system maintained by the firm,
they were able to retrieve all the data the next day
within a few hours. Is this an option in the event this

occurs to you? Considering today’s cyber cli-

mate, you would be well served by retaining

a well-informed technology expert to assess

your network and determine whether you

would be able to employ the same type of tactic

in the event of such an occurrence. Assuming

you could, you must also be mindful of the po-

tential interruption to your business by such
an attack.

Another valid question in this regard

is whether you are covered by insurance

for this type of attack. Your typical profes-

sional liability policy very likely ex-

cludes coverage for any type of

cyber attack or breach.

Notwithstanding  this

shortcoming, the in- >
(continued on p.7)



Risk Management: Contract Scope Language

BY DOUGLAS R. HALSTROM, ESQ.

recurring theme in the litigation arena is the
Ainadequate expression of scope of services
in the design professional’s contract. The
scope of services description in your written con-
tract can be the most effective risk management
tool you can employ in order to avoid or success-
fully defend against lawsuits over issues with which
you had little or no involvement.
Atypical written

tract forms, attendance at certain job meetings, re-
view of shop drawings, certifying payments, or other
contract administration functions. Whatever serv-
ices the professional agrees to perform, the contract
should specifically identify them.

A rather typical scenario, is one which may in-
volve various construction defects in a building,
none of which arise from a deficient design. Al-
though the design

agreement em-
ployed by design
professionals
often reads, under
“Scope of Serv-
ices” that the de-
sign professional
will provide “typi-
cal architectural
services” or “nec-
essary engineer-
ing services”,
without specifying
the precise nature
of the work to be
performed. As a
result of this

is not in issue, the
architect or engi-
neer may never-
theless be faulted
for having failed to
detect the various
defects in the con-
struction work. In
such cases, the
contract may ar-
ticulate, under the
heading “Con-
struction Adminis-
tration”, four areas
of responsibility,
including review
of shop drawings

vague description,
disputes generally
focus upon the
role of the design
professional dur-
ing construction inasmuch as the typical lawsuit,
whether it be for personal injuries or construction
defects, focuses upon the activities during the con-
struction phase. Accordingly, if you do not plan to
have any involvement in the project during the con-
struction phase, then your proposal and contract
should specifically state that in no uncertain terms.
More often, however, the architect or engineer does
have a limited role, whether it be “periodic site vis-
its”, as described in many of the standard AIA con-

Whatever services the professional agrees
to perform, the contract should specifically
identify them.

and submittals, at-
tendance at four
job meetings dur-
ing construction,
review of test re-
ports and inspection reports and monthly site visits
to observe the construction in progress. The day to
day construction inspections and special inspec-
tions, on the other hand, might be delegated by the
owner to an outside inspection company which has
no relationship to the project architect or engineer.

Based upon the above scope, being able to
demonstrate that the owner retained a separate en-
tity to perform the construction inspections, could

make the difference between staying embroiled in >
(continued on p.8)
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Cyber Attacks: A Clear and Present Danger to Architects and Engineers (continued fomp.1)

ment, there are also risks, many of which are not
perceived by architects and engineers, especially
solo practitioners or small architectural and engi-
neering firms. The fact is that everyone is at risk, to
varying degrees. Despite the risks, most architects
and engineers who read this article will remain con-
vinced that this does not apply to them. Clearly, why
would anyone want to waste time hacking into an
architect’s or engineer’s network, especially if it is a
small firm? Of course, if this question is asked, it is
because the threat is not perceived. If the threat is
not perceived, the appropriate measures to protect
the electronic data are probably not in place. If that
is the case, you are a target. Significantly, at least
one survey has disclosed that approximately 30%
of all data breaches focus on small businesses.
While this may seem im-
plausible based upon what
is disclosed in the media
today, it is only because the
media does not publicize
small business breaches.
There is a greater audience for the more sensational
big breaches. In reality, however, even a small ar-
chitectural or engineering firm is at risk of being
hacked.

If an architectural or engineering firm is hacked,
what is at risk? Certainly anything maintained on
the company’s network is at risk of being stolen,
such as the firm’s financial information, the personal
and financial data of the firm’s clients, as well as the
architect’s or engineer’s intellectual property. Of
course, not all hackers simply steal information.
Some install “ransomware” which locks the users
data or electronic files by encrypting them until a
monetary ransom is paid. Should this occur, the ar-
chitect or engineer would lose access to its ongoing
projects, some of which might be in the design de-
velopment stage or the construction document
stage. Under any scenario, however, being locked
out could have significant monetary consequences
such as delaying a project. These are only generic
examples of the monetary consequences from

Why would anyone want to waste

time hacking into an architect’s or

engineer’s network, especially if it
isa small firm?

being hacked. Accordingly, the associated mone-
tary risks, while potentially significant, are generally
identifiable.

But consider this: An architect or engineer is hired
to prepare designs for an annex to the UN, or for the
new Tappan Zee Bridge, or a new sports center, or
an airport terminal, or a celebrity’s home, or a reli-
gious house of worship, or a railroad terminal/sta-
tion. Certainly today, each of these facilities either
is, or has been the focus of terrorists, radicals or the
common thieves. As a result, securing a copy of the
designs which detail, for example, the security sys-
tems, could be quite useful to people with less than
honorable intentions. Should such a breach occur,
how are the damages determined and what is the
architect’s or engineer’s liability? Are the damages
simply the cost to redesign
and reconstruct the security
systems? What if the plans
are used to implement a
terrorist attack? Are the
damages now measured by
the resulting property damage and loss of life? What
is the impact of such a breach on your business and
reputation? These questions only underscore the
severity and dire consequences of a breach.

While some may feel safe with the purchase of a
cyber liability insurance policy, such policies do not
cover all damages that flow from a data breach.
Some damages may be covered under the archi-
tect’s and engineer’s professional liability policy, a
business owner’s policy, or not covered at all. Ac-
cordingly, insurance is only one line of defense. Es-
tablishing appropriate data security practices is
another, but critical line of defense.

If a business does experience a network data
breach and private client data is stolen, in addition
to damaging its reputation, losing business informa-
tion, as well as clients, the business is exposed to a
potential lawsuit by the client. In such cases, a neg-
ligence claim is the most common theory of liability.
Such claims are typically premised upon the theory

that the client’s data was negligently stored and »
(continued on p.6)
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What is Your (Cyber) Plan?

BY LEE J. SACKET, ESQ.

very business that uses or relies
E upon technology faces the risk of a

cyber breach or cyber-attack. The
numbers suggest that the question is not
if you will be breached, but when. Ignoring
the probability of a breach could expose
your business to unexpected and irrevoca-
ble losses. So, what is your plan?

There is an endless market of antivirus
software and firewalls which companies use
to protect against a cyber breach. A preven-
tative cyber plan to mitigate the likelihood of
a breach is vital to any business infrastruc-
ture and its importance should not be deval-
ued. A preventative cyber plan should
include, at a minimum:

1. Limit and restrict access rights to systems

and equipment to necessary personnel.

2. Develop and test disaster recovery plans.

3. Provide information security awareness
training to all personnel.

4. Configure strong access controls on firewalls.
5. Monitor system activity and all remote access.
6. Provide secure off-site storage of back up data.
7. Maintain updated virus protection.

However, even the largest and most financially
able companies with pre-
ventative cyber plans in
place, to varying degrees,
suffered significant and well-
publicized cyber breaches.
The hackers seem to al-
ways be a step ahead of the
preventative technology. As
a result, if your plan is limited to preventative
measures, you should rethink that strategy.

Companies must have a second plan focused
on what to do when the inevitable breach occurs,
commonly referred to as an Incident Response
Plan (“IRP”). An IRP should be tailored to that
business, but should consider, at a minimum, the

The impact of a cyber-attack
to an organization’s brand,
reputation and business
operation can be catastrophic
and beyond any dollar value.

type and amount

of information maintained by the company, and

who and where that information is currently avail-
able.

Too often, a company’s IRP is limited to calling
its counsel, or the insurance company to file a claim.
These calls should be a component of the IRP, not
the full extent of it. Every second wasted allows the
breach to potentially expand,
which increases the com-
pany’s exposure. There
must be protocols in place to
react immediately. Common
key elements to an IRP gen-
erally include, but are not
limited to:

1. Response Team: Identification of personnel,
which almost always includes members of IT, HR
and management, each with well-defined roles to
immediately respond to the breach.

2. Stop or Mitigate the Breach: While identifying

the breach is the most obvious and important el- »
(continued on p.7)
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Cyber Attacks: A Clear and Present Danger to Architects and Engineers (contnued from p.4)

secured in such a fashion that permitted hackers to
breach and steal the data. In order to prevail on such
a claim, the client must establish that the business
entity breached the standard of care in securing
and/or safeguarding the client’s data. Since there is
no global or national stan-
dard of care, the courts will
look to other criteria to
make that determination.
For example, some govern-
ment contracts specify the
security measures that the design professional is re-
quired to implement in order to safeguard the project
file. Absent such a contractual provision, the courts
will apply a “reasonable man” standard. In other
words, what security measures would a reasonable
man implement in similar circumstances.

Of course, the application of a reasonable man
standard is not an exact science. Consequently, the
courts will look at a number of factors, among which

Under any scenario, however,
being locked out could have sig-
nificant monetary consequences

such as delaying a project.

include: the nature and sensitivity of the stolen data;
the type and cost of available security systems; the
laws, rules, regulations or standards that may be ap-
plicable; what security measures are commonly em-
ployed by other architects and engineers; and the
commonality of data
breaches in general, as well
as in the industry. While some
illusory solace may be taken
by assuming that all archi-
tects and engineers do what
you do, that is usually not the case. Accordingly, stay-
ing current on the available security systems and pe-
riodically updating your network security, as well as
routinely backing up your network, would be helpful
in maintaining an appropriate standard of care. None
of these precautions, however, will shield you from
all potential breaches or claims. Rather, like the build-
ing code, they are merely the minimum steps you
need to take in order to protect all concerned.

7

SEMINAR BULLETIN

@ LBC&C partner, Douglas R. Halstrom, presented
a seminar for the American Council of Engineering
Companies of New Jersey (ACEC) members at
their 2015 Fall Conference entitled “Cyber Liability:
Current Landscape and Managing Risk Through In-
surance” which educated engineers on cyber/com-
puter hacking risks to small businesses and those
risks specific to the design profession.

@® Doug also presented a seminar for the Real
Estate Board of New York (REBNY) entitled “Risk
Management for the Design Professional”.This
seminar addressed various areas of risk to the de-
sign professional and how to manage those risks
by contract.

@ More recently, Doug presented a seminar in
conjunction with the Marquis Agency Risk Man-
agement Design Symposium entitled: “Protecting
Your Practice—Trends & Challenges Facing De-
sign Professionals Today; Current Issues Involving

Risk Management for the Design Professional:
Cyber Liability Exposures + Case Studies on Con-
tractual Terms and Conditions. This program ad-
dressed contract preparation in order to address
risk to the architect and engineer and how the de-
sign professional can identify cyber risk and pre-
vent future exposure to cyber risk.

® LBC&C partner, Lee J. Sacket, recently pre-
sented a seminar to a land surveying company
entitled “Current Issues Involving Risk Manage-
ment for the Design Professional”. The learning
objectives in this seminar were, among other
things: developing strategies for drafting design
professional contracts to limit risk; accurately ex-
pressing payment methodology in order to be paid
on time; hold harmless provisions, etc..

Information regarding these and other seminars
may be obtained by contacting Margie Morabito
at 516-294-8844 or mmorabito@Ibcclaw.com.

6\LB<5



ABOUT THE FIRM

www.lbcclaw.com

\.

LBC&C, founded in 1981, has offices in Garden City, New York and East Hanover, New Jersey.
From these two locations, the Firm provides a wide array of legal services to design professionals
throughout the New York Metropolitan area, Long Island, upstate New York and central and north-
ern New Jersey. In addition to representing design professionals, the Firm has a recognized prac-
tice in other areas of professional liability, as well as environmental, employment practices liability,
product liability, trust and estates and insurance law. As a full service law firm, LBC&C provides
legal counseling, as well as litigation services, on matters affecting its clients from business issues
to employment and labor practices. Always on the alert for new trends in business and changes in
the law, LBC&C is continuously striving to keep its clients ahead of their competitors. Working in
conjunction with each other, the Practice Groups at LBC&C provide a network of legal experience
that can meet today’s design professional’s needs. For additional information visit our website at

Ransomware: A Growing and
EXpenSive Cyber Concern (continued from p.2)

surance industry has for years been offering cyber
liability insurance to cover various types of cyber
risks. Whether your cyber liability policy covers you
for this occurrence, however, requires an in-depth
conversation with your insurance broker. During
that conversation, you should also explore issues
relating to the type of notice you would be required
to provide your cyber liability carrier in the event of
a ransomware attack, whether the policy permits
the carrier to pay the ransom and whether the in-
surance carrier is equipped to respond immediately,
as is typically required in these situations, in order
to guard against the destruction of the data stored
on your system. What if you agree to pay the ran-
som before notifying the insurance company?
What if you agree to pay the ransom after notifying
the insurance company in order to avoid the de-
struction of your electronic data? Will these pay-
ments be covered under your cyber liability policy?
The law on, and insurance for, these issues is
evolving and many of these questions have not yet
been addressed. Nevertheless, these are ques-
tions you should be considering, discussing with
your insurance broker and, eventually, the insur-
ance carrier issuing your cyber liability policy. B

What is Your (Cyber) Plan? (continued from p.5)

ement, you must next stop or mitigate the breach.
Categorizing and prioritizing confidential informa-
tion may expedite the response and mitigate the
breach.

3. Communication: Get out in front of the breach!
Communication with IT, counsel and your insurance
company is vital. In addition to communicating in-
ternally with employees and externally with clients
(whose information may be subject to the breach),
each state has different notice requirements for
breaches, which must be addressed within gener-
ally short timeframes. Failure to do so could lead to
fines and other compensatory damages.

Damages for cyber breaches can be extensive
and sometimes, beyond measure. The impact of
a cyber-attack to an organization’s brand, reputa-
tion and business operation can be catastrophic
and beyond any dollar value. Organizations need
to plan proactively, but prepare for the reactive.
While every company has varying resources to
formulate these plans, utilize all available assets,
including counsel, your insurance company and
outside consultants, to navigate this ever chang-
ing landscape. You cannot afford not to. l
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Risk Management: Contract Scope Language (continved from p.3)

a lawsuit and convincing the Court to dismiss all
claims asserted against the architect or engineer.

Of course, the more specific the scope of serv-
ices, the better. For example, the provision “review
shop drawings and contractor’s submittals” should
be written to indicate the purpose of the profes-
siona’s review of those documents and whether the
professional’s review of those documents consti-
tutes the professional’s assumption of (or not) re-
sponsibility for any errors in the shop drawings and
submittals.

clearer understanding of the nature and extent of
the services that you will provide.

By way of example, lawsuits involving injured
construction workers typically focus on site safety
issues, the contractor’'s means and methods of
construction and supervision of the contractor.
While the architect or engineer typically do not pro-
vide services that impact these issues, they often
provide periodic site observations to determine if
the work, when completed, will conform to the con-

tract documents. Unfortu-

Typically, a shop draw-
ing review is undertaken to
assure conformance with
the overall design intent,
and not to confirm that the
shop drawing is accurate.
There are, however, those
who would benefit from

By way of example, lawsuits
involving injured construction
workers typically focus on site

safety issues, the contractor’s
means and methods of
construction and supervision
of the contractor.

nately, this service is often
cited to imply that the archi-
tect or engineer may have
somehow addressed site
safety issues, directed the
contractor, etc., during, or
as part of, the periodic site
visits. In order to avoid this

skewing or expanding upon
the purpose of such review. In order to minimize
such an occurrence, it would be prudent to identify
the purpose and function of the shop drawing re-
view so that there is a clear understanding of what
obligations and responsibilities you are assuming.
In addition to specifying the precise nature of the
services that you will perform, it is also advisable
to describe those services that you will not perform
on the project. This can be very helpful in limiting
your risk on a project insofar as a list of services
you are not performing provides all parties with a
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Legal Counsel for the Design Professional ad-
dresses current legal developments affecting
architects and engineers. The articles con-
tained in this publication are for your informa-
tion. You are advised to consult with legal
counsel to address whatever specific issues

expansion in responsibili-
ties, the contract should specifically provide that the
architect or engineer will not provide the following
services: site safety; determining or overseeing the
contractor’s means and methods; and supervision
of the contractor. While such exclusionary lan-
guage will not always result in a quick resolution to
the claim against the architect or engineer, it will
establish a solid foundation for securing a dis-
missal. In short, be as specific as is practical in
identifying those services that you will provide and
those services that you will not provide. B
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